Fidelity
CYBER SAYS...

Protect your Elders and
Vulnerable Adults

According to the Federal Trade Commission,
majority of fraud losses come from older adults

$ 6 7B Fraud losses after

accounting for
underreporting

Cyber and fraud best practices
for protecting your loved ones

If you or a loved one are faced with

one of these scams, remember, in

EVERY scenario, the first step is to

STOP communicating with the $ 12. oB
person immediately!

Fraud losses that
were reported

According to the Federal trade Commission in their 2024 report’

Protect your elders

* Make sure you have discussions about scams, phishing &

. ) Protect your elders
junk emails regularly F‘Z by identifying
* Don't share account access credentials common red flags

* Add a power of attorney to accounts when appropriate .
. . , . * Unexpected/ unsolicited
+ Consider credit freezes and elder protection monitoring comminication

* Share responsibility amongst trusted family members-monitoring - Drastic rise in expenses

of accounts, caregivers, and safeguarding important docs . C g
S & g1mp * Sudden online or significant

» Don't give remote access to your computer; other relationship

verify the company first + Changing beneficiaries

* Scammers look for a quick reaction, without providing time to

involve trusted loved ones for validation. It makes the interaction * Addingindividuals to an

high-pressured and isolating. account
What you can do to help
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Encourage social Monitor across Establish real time alerts Be aware and
connections accounts and on all applicable accounts, express concerns
institutions stay in the know

Know the scams

Grandparent Scam Pig Butchering Scam

Scammers call or email posing as a grandchild A tech support pop-up that leads into speaking with

or relative in distress (e.g., in jail or the hospital) a government official is a red flag. Especially, if it

who needs money, often via cash or gift card, turns into account liquidations and crypto-currency.

urgently

Lottery/Inheritance Scam Romance Scam

Fraudsters send fake letters or emails telling people Con artists use dating websites, apps or social

they must pay an up-front fee to claim a prize media to build relationships and then start asking
for money

Educate your family

Fraud Alert AARP Fraud Consumer Finance Federal Trade FBI

Credit Freeze Watch Network Protection Bureau Commission OnGuard

Equifax 800-525-6285 If you or a loved Resources for Older | Online Scam Alerts Submit an online
Experian 888-397-3742 one suspectascam | Adults and Security Tips complaint

TransUnion 800-680-7289
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