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Collecting Digital 
Contact Information

Introduction
Digital Contact Information (email and mobile 
number) is a critical underlying component of 
Fidelity’s Cyber Protection Program, and the key to a 
holistic digital experience for participants.  It is 
especially important to receive this information from 
employers to prevent any fraudulent access to 
participants’ accounts before they establish digital 
credentials.

Digital Contact Information is used for:

• One-time passcode (OTP) during new user registration 
for secure and seamless experience

• Multi-factor authentication for high-risk transaction 
execution

• Real-time alerts regarding certain types of transaction 
activities

• E-delivery of plan communications, ensuring timely 
delivery of urgent messages, better participant 
outcomes and reduced administrative costs

This toolkit outlines the process for collecting personal 
email and mobile numbers from your employees and 
how you can send it to Fidelity.

Plan Sponsor Toolkit
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Collect during the hiring
or onboarding process

COLLECT

Options

01 Review your current processes and systems

02 Make changes to your systems and/or processes

Gathering personal contact data from your 
employees can be done in a variety of ways. In fact, 
you may already be collecting some of this 
information during your hiring, onboarding or other 
existing processes. Consider enhancing your process 
to include additional personal contact information.

Things to consider: You may want to 
consider reviewing your privacy policy 
and information on the forms, sites or 
applications through which you 
collect employee personal data 
before sharing it with Fidelity.

Capture via an internal HR platform 
or other internal webpages

Capture through payroll vendors New hire online registration

Do your new hires fill out paper applications or 
online forms? How do you collect employee 
addresses? They may be natural places to ask for 
personal email and mobile numbers by updating 
the forms.

Review your current internal applications, online 
forms or intranet site. Could they be updated to let 
employees provide personal email and mobile 
numbers and maintain in your systems? Take 
advantage of HR events such as annual enrollment or 
workshops, to prompt them to collect the info.

Does your payroll vendor collect or maintain digital 
contact information? Consider having them 
incorporate personal email and mobile number 
collections (mandate if possible) and sharing them 
with Fidelity.

Use new hire events such as orientation, workshops 
or training sessions to have your employees register 
to NetBenefits.  
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SEND

03

Make changes to your Electronic Data Transmission (EDT)/Payroll file

• To ensure Fidelity always has the most up-to-date information, consider transmitting email 
and mobile numbers via EDT.

• EDT/payroll file feeds help those “yet-to-engage” protect their accounts and support a 
more seamless engagement experience.

• Please contact your Fidelity Representative for more information or to initiate a change 
request to your ongoing data feed.

04

Upload data files through PSW / Manual PSW update

• Digital contact information can be sent to Fidelity via PSW upload if EDT isn’t available or 
while any ongoing file changes are being implemented

• You may also make updates to individual employee’s digital contact information by 
accessing PSW

• Please contact your Fidelity Representative for PSW upload templates.

A N D / O R

For any questions related to collecting and 
sending Digital Contact Information, please 
contact your Fidelity Representative.
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FREQUENTLY
ASKED
QUESTIONS

Is sending personal contact data to Fidelity a violation of my privacy policy?
• Review disclosures currently in place which allow sending SSN, DOB, Name and Address to affiliates to 

support benefits administration. These likely cover the sending of personal email and mobile numbers.
• Please note recent guidelines set out by the U.S. Department of Labor (DOL) call out “keeping personal 

contact information up to date” as one of the primary ways to reduce risk of fraudulent access to accounts.

How will Fidelity use this information?

• Digital contact information is only used in context with the administration of your plan.
• Mobile numbers are used in the multi-factor authentication process and to send real-time account activity 

alerts.
• Email addresses are used to send three types of communications

• Regulatory: Required documents must go either electronically or in a paper version
• Service: Typically, transaction related such as confirmations or statement availability reminders
• Marketing: Related to products and services the employer has signed up for use by their employees, 

such as targeted reminders or education on increasing deferrals. Participants can opt out these types 
of communications online.  

• Fidelity does not sell contact information to third parties.  It may be shared with partner vendors only if 
required to administer the plan. View Fidelity’s full privacy policy at https://www.fidelity.com/privacy-policy.

What if my participants do not want to get text messages?

• If the participant does not want to receive a multi-factor authentication code by text message, they can 
select to receive an automated call or email instead when prompted.

• Text alerts include the option to “reply STOP to opt out of future messages”.

What if my participants still want to get paper?

• Participants have the option to request most communications in print or change preferences online or 
through a representative. Note that some communications are not available in print, unless required per 
regulations.

Will participants be able to see the data we provide to Fidelity?

• Yes, participants can view and verify their personal data by logging into NetBenefits and navigating to 
Profile.

If we send personal contact information, will it overwrite the information my 
participants provided?

• No. Personal email address/mobile number provided by the employer will NOT overwrite any personal 
contact information provided by the participant.  Even if they both provide the same information, they will 
be stored separately in our system.
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